
Squire*
Quick Start Risk Management Process*
Requirements Traceability and Testing Database*
Risk Management Model*
Interview Checklist*

Security Policy and Standards
Federal Requirements
OMB Circular A-130
NCSC Rainbow Series
NIST Publications
Goal Security Architecture

Security Policy and Standards
Federal Requirements
OMB Circular A-130
NCSC Rainbow Series
NIST Publications
Goal Security Architecture

Squire*
Quick Start Risk Management Process*
Requirements Traceability and Testing Database*
Briefing Slides
Risk Management Model*
CTA IT Assessment Lab*

Security Policy and Standards
Federal Requirements
OMB Circular A-130
NCSC Rainbow Series
NIST Publications
Goal Security Architecture

Squire*
Quick Start Risk Management Process*
Requirements Traceability and Testing Database*
Briefing Slides
Risk Management Model*

Security Policy and Standards
NCSC Rainbow Series
NIST Publications
Vendor Documentation
CERT Advisories
Best Industry Practices

Xyvision Parlance Document Management System or Acrobat for On-Line .pdf Documentation
exchange
Standardized Test Scenarios*
Checklist*
Product Analysis and Trade Studies
CTA IT Assessment Lab*
Quick Start Risk Management Process*

Produce Phase 2
Documentation

Produce Phase 3
Documentation

Produce Phase 1
Documentation

Information
Security Process

Phase 1
Architecture

Phase 2
General Design

Phase 3
Detailed Design

Phase 4
Implementation

Achieve Consensus with Customer

Perform Project Management

Acquire
Existing
Policies

& Require-
ments

Produce Phase 4
Documentation

Perform
Policy

Evaluation

Determine
Mission
Require-

ments

Define &
Analyze

Enterprise
Domains

Allocate
Security
Require-
ments to
Domains

Apply
Technol-
ogies to

Procedure
Architecture

Develop
Enterprise

Security Plan
According to

Enterprise
Needs

Detailed
Technology
Use within
Domains

Develop
General

Risk
Model

Determine Threat
& Vulnerabilities

of Domains

Establish
Security
Measure

Candidates

Allocate
Candidates

to
Domains

Select
Domain
Specific
Security

Measures

Execute
Implement-
ation Plan

Operate
Enterprise

Refine
& Detail
Domains

Perform Early
Risk &

Safeguard
Assessment

Perform Detailed
Risk &

Safeguard
Assessment

Validate
Safeguards
& Measures

Across
Enterprise
& Domains

Obtain
Manage-

ment
Authority
Approval

Risk Management Implementation

Security Program ApplicationSecurity Program Definition

Detailed Enterprise Capture

Risk and Safeguard Assessment

Security Requirements Definition Architecture & Design Development

Initial Enterprise Capture

Risk Modeling

Develop
Security
Program

Capture
Enterprise
Information

Perform Risk
Management

Produce
Documentation

Perform Project
Management

Process
Products

Tools

Source

General
Procedures

Methodology

Standards

The CTA Engineering Methodology is the Complex of Work Procedures That Defines the Process Model That Will Be Used Consistently Across an Entire Project

Domain
Knowledge

INFOSEC
Standards

Customer
Input

INFOSEC
Technologies

Customer
Input

INFOSEC
Products &
Procedures

Customer
Input

Domain
Knowledge

Fail

Pass

Security
Requirements

Comments
On Policy

General
Risk Model

Security
Architecture

Security Program
General Design

Security
Program

Implementation
Plan

Detailed
Design

Domain Implementation
of Security Program

*CTA Developed


